Nlekuma 0x18

5 mas



RISC-V

e JlBe Bepcuu npoueccopa: 32 n 64 paspana
e XapaKTtepuctmku RV 32 ISA

MawwnHHoe cnoso — 32 pa3paga. Agpec, peructpbl U pasmep
KOMAHOWbI.

32 pernctpa obuiero HaszHayeHma X0 — x31. CyeTymMK KOmaHA, pc.
X0 «3anaAH» Bcerga xpaHuTb 0, Ha 3anNNCKU He pearupyer.

ba3osbin HAbOpP KOMaHA Haa uenbimu yncnamm RV32| — 47
KOMaHA. TO/IbKO NpOoCTble onepaunn: c/ioXKeHune, BbluMTaHUeE,
JIOTNKa, CABUIU, CPaBHEHNE, Nepenaya yrpas/eHuA.

BONbLWMHCTBO KOMaHA TpexaapecHble.

YMHOXeHNe, AeNeHne 1 B3ATME OCTaTKa BbIHECEHDI B
pacwmnpeHmne Habopa KomaHa RV32M, KoTtopbin Heoba3aTeneH
ANA peanunusaumu, Kak u apyrme paclimpeHums.

dnaroB COCTOAHUMN HET, aNNapPaTHOM NOAAEPKKU CTEKA HET, KaK
N MHOTUX APYrMX N3INWECTB, Hanpumep, KomaHabl MOV.

ADDI x28, x29, 0 ; nepecbinka U3 x29 B x28




B yuem RISC-V coscem He NOXOX Ha X836
dopmat MalWlMHHOU KOMaHAbl

Mons KoOWpyloT onepaHabl UHCTPYKUMUK
A

s A
[ X8 6 Mpedpukcol oneroa\Lll.mM ModR/M SIB CmeleHune IMM
[o yeTbipex
npedukcos
Paamep kaxaoro HenocpeacTeeHHo
— OAMH bant Y
hl CMelleHue B 3aKoQVPOBaHHLIN
onepaHAa.

Ot ogHoro oo
Tpex 6anT

aJpecHOM Koae
Ot ogHoro oo

yeTblpex 6anT

Mone moxet

Kaxpgoe none — OTCYTCTBOBaTh
0aWnH BanT
Mons

Heobsa3aTenbHble

[NepemeHHas annHa, ot 1 go 15 6aunT.

Paamep o1 ogHoro
00 YeTblpex 6anr.
Mone moxeT
OTCYTCTBOBATh.

e RISC-V —Bceraa 32 pa3paga, 4 npocTblXx popmaTa

KaK cnoXxurtb PerncTp C 32-X & 25 24 20 19

pa3pAnHOI KOHCTAHTON?

Kak 06patutbca K
NPoOU3BO/IbHOMY agpecy
namarun?!?

15 14 12 11 76 0
funct? rs2 ‘ sl funct3 ‘ rd ‘ opcode ‘ R-type
imm|[11:0] ‘ rsl | funct3 | rd ‘ opcode I-type
imm[11:5] | rs2 | sl | funct3 | imm[4:0] |  opcode S-type
imm[31:12] ‘ rd | opcode U-type




B yem RISC-V He noxox Ha X86
dopmat MmalLMHHOWM KOMaHAbl

LUI x5, ©x12345 3arpyxaem cTapuue 20 paspAapoB X5
ADDI x5, 0Ox678 5 3anosHAeM mnaguwue 12 paspAapoB X5

o o

LW X6, X6, OXC ; 3arpyxaem B X5 c/0BO U3 NamMATU
; MO appecy X6+0xc
; KOHCTaHTa koaupyeTtca 12 6ut
; KaK Mosiy4YuTb MPOU3BOJIbHLIN 6a30BbIN
; aapec - CM. npumep Bbllle

e RISC-V Bcerga 32 pa3paga

KaK cnoxurtb PerncTp C 32-X & 25 24 20 19 1514 1211 76 0
pa3pﬂp|HOM KOHCTaHTOM? funct7 ‘ rs2 ‘ rsl ‘ funct3 ‘ rd ‘ opcode ‘R—t}?pe
K 6 imm|[11:0] ‘ rsl ‘ funct3 ‘ rd ‘ opcode ‘]—type
aK obpatuTbca K
imm[11:5] ‘ rs2 ‘ rsl | funct3 | imm[4:0] |  opcode | S-type

nPpon3BoOZIbHOMY aapecy
namatun?!? imm|[31:12] | rd [ opcode | U-type




B yem RISC-V He noxoxK Ha X86
CpaBHeHMA 1 nepenaya ynpasiaeHUA

e be3ycnoBHbIN Nepexos,

5 jump and link [register]
JAL x1, 0x12345 5 X1 « pc + 4
; pC <« pc + 0ON2 (20 paspagos)
JALR x1, x28, 0x20 ; X1 « pc+4
3

pc < ON1 + OoN2 (12 paspsagos)

e CpaBHeHMA

SLT[U] x28, x29, x30 ; if (0nN2 <[u] on3) {
5 onl «— 1 } else {
5 Ofnl <« ©o

HE

e YC/IOBHbIe nepexoabl

BEQ x28, x29, 0x10 ; if (0MN1 == 0On2) {
5 pc < pc + (2 * 0ONn3)
; + // 0ON3 - 12 pa3panos




KoHseunep RISC-V

e B Ka)KaoW KOMaHAe NpUCYTCTBYET onepaumna Hag,
NAHHbIMU U3 PETUCTPOB

— Ecaun npoucxoaut obpalleHme B namaTb, UICNOJHUTENbHbIN
ajpec nonyvyaercs cnoxeHnem 6a3oBoro permcrpa u
HenocpeacTBEHHO 3aKOAMPOBAHHOIO 3HAYEHUA

e JTanbl KOHBenepa RISC-V

1. W3Bne4yeHne KOMaHAbl U3 NAMATU, yBeNNUYEeHUEe pC Ha 4

2. [lekogmnpoBaHWe N U3BAeYEHUE 3HAYEHUM ONepaHaoB —
PErncTpoB M HeENOCPeACTBEHHO 3aKOANPOBAHHOM KOHCTAHTbI

3. BblnonHeHue onepayuu

4. ObpauleHne K NamAaTU, eCciM TOJIbKO KOMaHAaA C NamATbIO
paboTaer

5. 3anucb pesynbTaTa B Perucrp



PasButune x86 n Hekotopsbix RISC npoueccopos

MpoueccopHble apXUTEKTYPbI C OTKPbITbIM
NCXOAHbIM KOAOM

OpenRISC 1K RISC-V
LEON OpenSPARC
[NpoueccopHasa apxmutekTypa MIPS
MIPS R2000 MIPS R4K MIPS32/MIPS64

MIPS | | ‘

Yoo NCRCRCRTS 0,0

8086 80286 . : :
— 1386 1486 1586

<9
=

Pentium Pro

32-X pa3pAagHana apxXuTekTypa :
o Pentiumli
C 3alLMTON NAMATU Pentium ] Core 2
BHyTpeHHee RISC-aapo Pentium IV Corei3i5i7 Corei9
ISA He meHANacb Xeon

[MpoueccopHan apxmTeKkTypa x86 7



[MTpon3BOANTENBHOCTb: 0OCODEHHOCTU
coBpeMeHHOMN apxmnTeKTypsbl Intel64 n He TonbKo

e MHoroaaepHoOCTb | KomaHap! |
e MHOroypoBHEBbIN K3LL,

pa3aenbHbIK K3W KOAa U @ISC N\
AadHHDbIX
Moaynb
® CynepCKanﬂpHaﬂ dPXNTEKTYPA I Mukpo | | BUHAPHOIA
NPOLWNBKA
— HecKkonbko d)yHKLWOHaﬂbeIX TPAHCNALUM

ycmpolicme, o4HOBPEMEHHO
06CcNyXKMBaAOLWMX 3TAM

BbINOJ/IHEHUA | Mukpokomanabl |
e BeKTOpHbIE KOMaHAbI ____luops)
MMX, 3DNow!, SSE, ...
e BHeouyepeaHoe BbIMO/IHEHUE [ RISC-agp0 ]
KOMaHA, L )

e [lpeackasaHue Nepexoaos



PasBuTne cuctembl KOMaHA B apXuUTeKType x86

e 23 pacwimpeHna KomaHa s nepuog 2011-2016

e 3HayuTe/IbHAA YaCTb — CUCTEMHbIE KOMdHAbI,
oTBe4varuwune 3d 6e30nacHOCTb U N301A4UNHKO
nporpamMmm U AaHHbIX

TpaH3uncTopbI Cnosa
~ VT-X, VT-d / AMD-V 10,60 (ianont) (wanniot) , ¢
: el
- SGX C o @ o
° ° L] ° [ ] 4 2
1,000 E ®eo
— MPX / MPK ’ : .
: s 4
— CET - R o
100 £ ®
é. o ® 41
- @
10 & 0.5
Andrew Baumann (Microsoft Research). ® TpaH3uctopos B LIMY 1
Hardware is the new software. // 16th - CnoB B JIOKYMEHTaL MK
Workshop on Hot Topics in Operating Systems, 1 — 0

May 2017 1999 2003 2007 2011 2015



Apxutektypa Intel 64

r A
ApxutekTypa IA-32
( ~ )
/—IA-32 ~N /—IA-32e
Pexxnm
ynpasneHus
cMCTEMOMN ~ 64-pa3pAgHbIn
PeXMM
Pexxnm
«BupTyanbHoM’
MaLWwuHbl 8086»
R@sef \ \ Pexxnm
o COBMECTUMOCTHU
PeanbHbIn 3aLMLLeHHbI p (286/386)
peXxmnm PEXMUM
(286/386)
\ J

HavyanbHas 3arpysKka KomnbloTepa — nocneoBaTe/IbHOCTb (LenoYka)
BbINMOJIHEHUSA BCe 60/1ee CNOMKHbIX 3arpy34mKOB.
KoHeyHas uenb — 3arpysKa onepaLuoHHON CUCTEMbI




Cxema 3arpysku 1A-32

ﬂpVI BK/1IOMEHUU NMUTAaHUA BbINOJ/IHEHNE KOMaHA HAYNHAETCA C
agpeca OXFFFFFFFO
— Copepumoe ROM oTobparkaeTca Ha agpeca NamMaTn

— ROM copeput BIOS — Habop mMKponporpamm, NnpeaocTaB/ieHHbIX
npoussoauTesiem annapaTtypbl. X uenb — AaTb BO3MOXKHOCTb NPOBECTHU
KOHPUrypaumio annapaTtypbl U NPOrpaMmmHO B3aMMOAENCTBOBATb C HEW.

BIOS

— KonunposaHue Koaa n3 ROM 8 RAM

— CamonposepKa Koaa

— HavanbHaa KOHPUrypauma annapaTypbl

— Pa3meulleHue B onepatmsHon namsatn ACPl tabauny,

— [ocnepoBatenbHo nbiTaemcs KonuposaTb MBR (cekTtop NeO, 512 6aunT)
KaKA0ro 3arpy304HoOro yCTPOMCTBa B MaMATb MO afpecy 0x7coo

e Ecnun ceKTop cKonmnposaTb yganocb, BIOS nepepaet ynpasseHne Ha agpec 0x7c00
MBR-3arpy34mK KONMpyeT B NamATb 3arpy3ymK onepauuoHHON
CUCTEMbI U NepenaeT emy yrnpasaeHue

3arpys4ymK onepaumMoHHOM CUCTEMbI KONUPYET B NaMATb A4p0
onepauMoHHOM CUCTEMbBI M NepedaeT eMy ynpaBaeHune



PeanbHbit pexkum / 8086

o R roor s R reer s |

e B KaKAblhi MOMEHT BPEMEHMU
paboTaeT Mos1bKO OOHA NPOrpaMmma

— 3Ta nporpamma ynpasBasieT BCEMU
pecypcamu (LMY, namaTtb, BBoA/BbIBOA)

e MawwuHHOe cnoBo 16 pa3psaaos,
aapec namatn 20 pa3pAanos
— CermeHTHble perncTpbl
— NcnonHuTenbHbIN agpec =
(cer_per) << 4 + cmeweHmne
e JlocTynHa BCA aopecyemas namaTb

e [lepudpepuiHble yCTPOUCTBA
YNPaBnAoTCA Yepes NopThbl
BBOAa/BblBOAA
— KomaHab!l in n out

P

16 buTt

»

~ 86ur

8 6uUT

— > —>

AX

A

AH

AL

Y

BX

A

BH

BL

Y

CX

A

CH

CL

h 4

DX

A

DH

DL

Y

Sl

A

Y

DI

A

A 4

BP

A

Y

SP

A

A 4

IP

A

Y

FLAGS

A

Y

Cs

A

Y

DS

A

Y

ES

A

A 4

SS

A

Y

AKKymynatop
basa
CyeTymk

LaHHble

NHaeke
MUCTOYHMKA

MHpekc
Ha3HayeHuA

YKasatenb
6asbl

YKasartenb
CTeKa

CyeTumk
KOMaHA,

Peructp
COCTOAHUA

CermeHT Koga

CermeHTt
OaHHbIX

dononHutensHbli
CermeHT

CermeHT cTeKa



ObpaTHaA cOBMECTMMOCTb

e ObpaTHasA COBMECTUMOCTb — CBOMCTBO CEMENCTBA
npoueccopos. Ha 6onee HoBOM KoMMbloTEPE MOTYT

BbIMOJIHATLCA NPOrPaMMbl, PacCYnTaHHbIe Ha bonee
PaHHWE MOAENN.

e JInHmMA A20: 8086 — 80286

— [lepBoe nokoneHne PC agpecosano 1 Mb, 80286 — 16 Mb

— Heobxogmmo BoCNpon3BOAUTb NPeXKHee noBegeHme
® COBpEMEHHaFI annapartypa npeaocrtasndeT Tpun pa3/iIMvyHbIX cnocoba
— Hanbonee 3K30THUYECKMIM cNOCODO: Yepe3 KOHTpOEP
Knasuatypsol Intel 8042, 6onee yaobHbin —yepes Fast A20 Gate
; OTKpblBaeM agpecHyw naunHuw A20
in al, 92h
or al, 2
out 92h, al

13
https://www.win.tue.nl/~aeb/linux/kbd/A20.html



Crangapt ACPI

ACPI — Advanced Configuration and Power Interface

[Mpobnema: ynpaBneHune sHepronotpebieHmem
nepmndepuinHbIX YCTPOMUCTB M HABOPa MUKPOCXEM

— OC pomkHa coaeprKaTb ApanBep A1a KaxKaoh Moaenm MaTepPUHCKOM
naatbl
PelueHune: opraHn3oBaThb ApanBep B BUAE ABYX pa3aenbHbIX
KOMMOHEHT: ONMCcaHMA annapaTypbl U HTEPNpPeTaTopa 3Toro
onmncaHusn

BIOS pa3meulaeTt B onepaTMBHOM namaATh ase rpynnbl ACPI
Tabanu

— [epeuncneHmne nmerLLEenNca B KOMNbloTEpPe annapaTypbl U HEKOTOPbIX
ee CBOWCTB

— Habop munKponporpamm, onmncbiBatoLWmMx paboTy C yCTPOMNCTBAMMU
* APXUTEKTYPHO HE3aBUCUMBbIN A3bIK AML

B coctas OC BXxoaAuT nHTepnpeTatop A3biKa AML
14



ACPI: ynpolieHHaAa cxema
B3anmoaeunctamnsa BIOS, OC n annapatypbl

OnepaunoHHas cuMcTtema

OnepaunoHHas cuctema

Lpatsep | |Opainsep| | Apalisep
A
BIOS
Appa Uny <=
OnepartusBHaA
TemnepaTypHbie MamAaTb
paTyp y
AATYUKN
Habop < > MNepudepuitHble
MUKPOCXEM yCTpOMCTBa

> AML
fipalieep MHTepnperTaTop IS
7
BIOS
Azpa LMY |<_ ACPI
Tabaunubl
TemnepaTtypHble OnepaTuBHa“
AATHNKM namaTb
Habop ., MepudepuinHblie
MUKPOCXEM yCTPOMCTBa

15




MHorosanayHas pabota KomnbtoTepa

[MpMBUNErMPOBAHHbBIN PEXNM

— PaspgeneHne malnMHHbIX KOMaHA Ha ABe KaTeropuu:
Nnoab3o0BaTe/IbCKUE N NPUBUNETUPOBAHHDbIE

MexaHWU3M 3aLlUTbl NaMATHU

— WN3onaumna Kkoaa/aaHHbIX pa3/INYHbIX NPOrpamm
(v onepauMOHHOWM CUCTEMDI) ApPYT OT ApPYra

Tanmep
— lpuHygntenbHoe BbITECHEHUE NMPOrpaMmMbl C NpoLueccopa
— MHoOrosaga4yHocCTb: HEBbITECHAKOLLAA N BblTECHAIOLLAA
MexaHn3m npepbiBaHUM

— [MpuopuTteTbl NPepbIBaHNM
e OaHOBpPEMEHHO NpousoLlealne NnpepbiBaHUSA
e BNnoXeHHble npepbiBaHUA

16



Moaenn namaTtun B |A-32

NcnonHutenbHbIN agpec = JINHENHbIN agpec

e PeanbHbIN peXxum

— Mopaenb namaTn ¢ peanbHOW agpecaumnen
JIUHEUHbIU adpec = ceaMeHmHbIU peaucmp << 4 + cmeuyeHue

Appec pn3anyeckom NnamaT = IMHENHbIN agpec

e PeXnmbl 3aWULLEHHON MAMATH
[JononHNTENbHbIN YPOBEHb KOCBEHHOCTU: HAaYa/1bHbIW
(6a3oBbIN) aapec cermeHTa onpeaenseTca no tabavue
onucatesien CerMeHToB, pa3melleHHOW B NaMATH
— ba3oBaAa nnockaa moaensb
o 3aI.LI,I/ILLI,eHHaFI N10CKaAd Mmoade/ib
— MyfleI/ICGI'MeHTHaH Mmoaenb

* He3a8uUCUMO OT UCNOAb3YEMON MOAENN NAMATU MOXKET
ObITb BK/OYEHA CTPAaHMYHAA TPAHCAALUMA aApecos

17



CermeHTHbIe

[lhockaa moaenb

JInHenHoe aapecHoe NPOCTPAHCTBO
(nnn pmnsmnyeckaa namaTob)

Kopa

JlaHHblEe U CTeK

perncrpol

s Onucatenn cermeHTOB KoA4da
\ N AQHHbIX

ES — i

S __y | ®narn goctyna nmnt
/ Ba3osbI agpec cermeHTa

DS //ﬂ

FS ///f

GS

FFFFFFFFh

18



CermeHTHble
PEerncTpbl

CS

MynbTUCermeHTHaA moaenb

JInHenHoe agpecHoe

Onucatenn cermeHTOB KoAa

N AAHHbIX

®dnarn goctyna

JTnmunt

ES

ba3oBbi agpec cermeHTa

dnarm gocryna

Tumut

SS

BasoBbii agpec cermeHTa

dnarn goctyna

JInmunt

DS

ba3oBbIn agpec cermeHTa

dnarm gocryna

Tumut

FS

Ba3oBbiil agpec cermeHTa

dnarmn gocryna

JInmuT

GS

Ba30BbIi agpec cermeHTa

®dnarn goctyna

JTnmunt

MPOCTPaHCTBO

(nnn pmnsmyeckaa namaTob)

Crek

Kog,

[laHHbIE

[laHHbIE

[aHHble

Ba3oBbiil agpec cermeHTa

dnarmn gocryna

JInmuT

BasoBbii agpec cermeHTa

FFFFFFFFh

19



CermeHTHbIe

PerucTpbl

CS

ES

SS

N\ A

DS

FS

A 4TO B peasibHOWU XU3HU?

Onuncatenn cermeHTOB KOoAa

N OaHHbIX

®narn poctyna

Jlvmut

JInHelHoe agpecHoe

NPOCTPAHCTBO

(Mﬂl_d)d)VlBquCKaﬂ NamaTb)

Ba3oBbIi agpec cermeHTa

®narn goctyna

Tnmut

GS

ba3oBbIM agpec cermeHTa

®narm gocTtyna

Tvumunt

BasoBbil ajpec cermeHTa

[NpocTpaHCTBO
onepaunoHHON
cucTemMbl

Crek

Kyuya

CtaTu4eckme
JaHHble

Kopa,

tlSl

t|52

v

FFFFFFFFh

20



3almeHHbIn pexxkum / 80386

MawwunHHOe cnoBo u aapec 32 buta
[1Ba LONONHUTENIbHbIX CEFMEHTHbIX permcTtpa gs u fs

Permncrpbl ynpasneHuUA
— CRO, CR2, CR3

AnnapaTHaA 3aWmMTa NaMATH
— ba3bl Tabauny aeckpmuntopos GDTR, LDTR, IDTR

— Myanmcer:v\eHTHaﬂ moadesib NaMATHU

e DaKTUYECKU He MUCNOJ1b3yeTCA

— MHoroypoBHeBas TPaHCAALUMA agpeca NamsaTH

AnnapaTHoe nepexkarnyeHne 3aaa4y

— (PaAKTUYECKM HE NCNONb3YETCH

21



CermeHTHble cenieKkTop U AeCKPUNTop

15 3 2 1 @
NHaekKc / PL
0 = GDT —/
1 = LDT
31 24 23 19 16 15 14 13 8
D Al [OnunHa
basa 31:24 G|/ v P|DPL S| TYPE basza 16:23
B L] 19:16

31

16

15

Appec 6a3bl cermeHTa 15:00

IOnnHa cermeHTa 15:00

22



Afgpecauma B 3alULLEHHOM peXxnume

CS, DS, SS, ES, GS, FS mov edx, dword [ds:eax + 4 * ecx]
GDTR
CermeHTHbIN
CmeweHune
ceneKkTop l
» bas3oBbin agpec +
Pasmep

Apyrne nona

Y

JIMHEeNHbIN agpec

23



CTpaHMYyHaA opraHnsauma NamMaTu

HexBaTKa dnU3nMYeCKoM NnamaTu
N3onaumnsa ogHOBpPEMEHHO PaboTatoLWMX Nporpamm

JInHelHble agpeca aBTOMaTUYECKM NpeobpasytoTcs B

dun3nyeckue aapeca.

— MamATb pasaeneHa Ha GparmeHTbI-CTPaHULbI
O/IMHAKOBOro pa3mepa.

— Crapwue 6buTbl agpeca MeHATCA Ha OUTbI, B3ATble U3

COOTBETCTBYIOLLLEN 3aNUCK Tabaunubl CTpaHUL,
OTobpaxKeHune aapecoB BbINOHAET 610K
ynpassieHusa namatbio (MMU)

24



CTpaHMYyHaA opraHnsauma NamMaTu

https://wiki.osdev.org/Paging

Mporpamma A Mporpamma b
Tabnnua ( BupTyanbHan /Ta6nmu,a\ d BupTyanbHan )
CTpaHUL, namaATb cTpaHuy, ) NamATb
9 9 ©H E L L %) 3 ©H A V E
1 2 1|0 W O 1 5 1 L O T
2 1 2R L D ! 2 6 2 |S O F
3 |H/a |3 3 4 3 F U N
s a4 + wa |+ [
5 7 5 5 7 51; - )

Homep cTpaHuubl R Homep cTpaHuubl

BUPTYaNbHOW NAMATH dU3NYECKOW NaMATH

" ®usnmueckas

namaATb )
©H E L L
1 R L D !
2 |0 W O
3 H A V E
4 F U N
5 L O T
6 |S O F
705 - )
Homep Copepxumoe
CTpaHULbI NamaATu
25



3anucb B Tabaunue cTpaHu,
(Ha npumepe 4 Kb cTpaHuu)

31 12 11 9 8 6 5

D|A

®

-1 » v
O o o s
4 S 9w

nw~clmn
S~ 3
O

Appec pn3nYecKom CTpaHULbl G

P — npucytctBume ctpaHuupl (1 — cTpaHmua AOCTYNHA)
R/W — paspelueHune 3anmcu

U/S — pa3pelueHune aoctyna K cTpaHuue
No/Ib30BaTe/IbCKOMY KoAy

PCD — oTK/At04YeHMe KanpoBaHuUA
A — NPU3HaK TOro, YTO K CTpaHuuUe obpawanmco
D — npu3HaK TOro, YTo B CTPAHMLY 3aNnUCbIBAaNN AAHHblE

26



mov edx, dword [ds:eax + 4 * ecx]

Nukes r= e === = 1 dusmnyeckoe agpecHoe
fmmmm———————————— | WHelHoe agpecHoe | |
| Jlornueckuit appec | NPOCTPaHCTBO : NnHeiiHbIi agpec ! NPOCTPaHCTBO
! Homep Homep I
> CmeweHune
Tab/Mubl | cTpaHUubI |
CermeHTHbIN ! I
CmelweHune .
CeneKTop / / |
| Katanor ctpanuy, /| :
10 1o 12 !
FhobanbHaa Tabanua |
eckpuntopos (GDT |
ASCKP pos | ) 3anucb '
32 |
Y N U
! | ®Pusnueckuin
aapec
__________________________ CR3 L
CermeHTHbIN | | » JIMHelHbIN agpec W Tabnunua cTpaHuL,
AecKpunTop } CrpaHuua
__________________________ j CermeHT
N > 3anucb —
GDTR
N )\ )
A Y
CermeHTHaA CTpaHun4yHasn
opraHnsauma NamMmaTum opraHnsaunma NamaTun

27



TLB — 6ydep accoumaTtMBHOM TPAHCAALUM

TLB — translation look-aside buffer
TLB KawmnpyeT 3anmncm Tabnunupl CTpaHUL, T.€. ABAAETCA CAYKEeOHbIM
(cneunanmsampoBaHHbIM) K3LWEM

— B oT/iMume oT Kala AaHHbIX XpaHATCA He 6/10KKM, @ HOMEepaA CTPaHuL,
Kaxpgaa 3anucb B TLB cogepxut

— [lone tag, copmnpoBaHHoEe N3 pparmeHTa HOMepa CTPaHULbI
BUPTYasIbHOMN NaMATHU

— [laHHble — 3anncb Tabanubl CTPaHUL, B TOM YUC/1IEe HOMEP CTPaHULbI
dUn3nM4ecKkorm NamaTn

TLB 3HaunTENbHO MeHbLUE MO Pa3mMmepy Kaen AaHHbIX

- OpI'aHl/I3aLI,I/IFIZ OoT NpAMOro OTO6pa)KEHI/IFI A0 NMNO/THOCTbKO aCcCOUNaTUBHOTO

— Pas3peneHue Ha TLB MHCTPYKUMM 1 TLB AaHHbIX, pa3aenbHble Tabaunubl
AN1A NO/Ib30BAaTE/IbCKUM NPOrpamm m onepauuoHHOM CUCTEMbI

— HecKonbko ypoBHeit (pasmep,/cKopocTb)
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YnpoleHHaa cxema n3BneyeHma AaHHbIX U3
BUPTYabHOU NaMATH

JlozuyecKuli adpec

Bbluncnsem cmeuieHne / agpecHblit
KoZ, B MalWMHHOM KOMaHAae

Bbluncnaem nuHenHbin agpec /
CerMeHTbl

JluHeliHbIl adpec
MNepecuynTbiBaEM NNHENHDBIN aapec
B PU3NYECKUN

— Ecan ectb 3anuce B TLB bepem
roTOBbIN agpec

— Ecaun B TLB HMYero HeT, Bbl4UCAAEM
dun3nyeckmm agpec, npoxoaa no
Tabamuam TpaHCAaUMU U
3anomunHaem ero B TLB

du3zuyecKuli adpec
Obpallaemcs B namaATb 3a
AaHHbIMU

— bepem 13 Kalla, ec/in AaHHbIE B HEM
NPUCYTCTBYIOT

ANY

f——————=ll0naganne

!

BupTyanbHbIi agpec

!

> Kaww

Mpomax

¥

a

TLB

-HDOME‘X'::" OnepaTneBHaa NamAaATb
* ----- - -

MNonagaxwne

\ 4

dunsnyeckuin agpec

[MpoueHT NpoMaxos
BTLB:0.1-1.0%
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3apaya: NamMaTb MOAE/IbHOroO KOMMbloTepPa

e 256 agpecyembix sueek pazmepom 1 6ant

e Pa3mep cTpaHuupl — 16 6anT
— p — 6uT, NOKa3bIBaKOLWKUN HAaANUYME CTPAHULbI

e TLB— 2-KaHaNbHbI¥ MHOXECTBEHHO-aCCOLUMATUBHbIN K3LLI
- V- 6MT, I'IOI-(a3bIBaI-OLLI,Ml71 dKTYa/1IbHOCTb 3alMncu

e KsLW AaHHbIX

— Kaw npamoro otobparkeHus, 4 6banTa B cTpoke, 8 Habopos
Ksw gaHHbIX

e CyuTbIBaeM AYENKY NamMATU MO BUPTYyaIbHOMY .
NnHenHomy aapecy 0xcd Habop | tag | v
0 7 |1
ﬂepBble yeTblipe 3alnucu 1 7 0
B Tab/MLLe CTpaHuL, 5 1 1o
VPN [PPN |p CoctosaHue TLB 3 I
0 i Habop| tag |v| PPN |p]| tag |v| PPN |p 4 2 {1
1] f 11 o | 2 |1] - |e| 6 [1] o |12 Z ;
2 2 |1 1 o 1| f 1] 3 [1| - |e 6
3 - |e 7 o |eo
30

VPN — Homep cTpaHuubl BUpTYyanbHon namatm, PPN — Homep cTpaHuubl PU3MYECKON NamaTH




YPOBHMU 3aLLUTbI

KaxKabln ypoBeHb npuBuaernn ob1agaet CBOMM KOHTEKCTOM

CTeK BblI30BOB — 4aCTb KOHTEKCTa
OnepauymoHHan

— CmeHunu YPOBEHb cucTema
3aWmnTbl — n3ameHunca ESP
YPOBHU 3aLLMUTbI
1 wn 2, KaK npaBunno,
HE MCMNOJZIb3YHKOTCA

Monb3oBaTenbcKan
nporpaMmma

[Mepexon mexxay YyPpOBHAMMU
KOHTpoaunpyeTca nonamm PL B aeckpuntopax CErmeHTOB

BO3MOXHOCTb BbINO/NIHEHUA NnPUBNIAETMPOBAHHbBIX KOMaH/A,

onpeaenaeTca TEKYLLMM YPOBHEM NPUBUIETUN 31



BIOS = UEFI

UEFI — (Unified) Extensible Firmware
Interface

®dyHKUMKM BIOS He moryT 6bITb
MCNO/Ib30BaHbl, NOC/e nepexona B
3aWMNLEHHDBIN PEXNM

UEFI — ctaHpapT nHTepdenca
BCTpoeHHoro MO, KoTopbiMm MmoXKeT
Bocnoab3oBaTtbca OC

— MopaynbHasa CTPYKTYpa, KOMMNOHEHTbI

MOXHO ,£I,O6aBIIFITb UIN YOANATb

CTtaHAaapTM3MpOBaHHble abCcTpakumm Ans
PaboTbl c nepndepunHbIMU
YCTPOMUCTBAMM N LLUMHAMM

CneunduKauma CoOCTOAHUA annapaTypbl
nepep, 3arpy3xkomn OC

OnepaunoHHaa cuctema

EFl-coBmecTumbIi 3arpy3umnk OC

NHTepdenc EFI
BctpoeHHoe MO

[pyrue («npolwmnBKa»)
CTaH4APTbI
(Hanpumep,

ACPI) AnnapaTtypa
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d 2 x o X

A

AnnapaT npepbiBaHUN

e JlBa TMNa NnpepbiBaHMUM — 0ANH MeXaHU3M 06paboTKu

— ACMHXPOHHble NpepbiBaHUA — cObbITUSA, NpoucxoasLLmne B nepndepuinHbIx
ycTponcTeax (Besoa/Bbisoa).

— CUHXPOHHbIe npepbiBaHUA (MCKNAKOUYEHUA) — BOSHUKHOBEHME OnpeaeneHHbIX
CUTYaUMM NPU BbINONHEHUM KOMaHA NPOLECCOPOM

Cunx./ Bo3BpaTt ynpasieHun
ACUHX.

MpepbiBaHna  CurHan ot nepudpepmmnHoro ACUHX.
ycTpouncTea (BBoa/BbiBoA)

JloByLWKM MpeaHamepeHHbIN BbIBpOC CHHXP.

(Trap) NCKNOYEHUA

Cbowun [NoTeHumanbLHO CuHXp.

(Fault) BOCCTaHaB/IMBaemasn owmnbKa

ABOcT HeycTtpaHnmasa owmnbKa CuHXp.

(Abort)

x X T M <L

B APYIrMxX npouecCCopHbIX apPXUTEKTYPaAX TEPMUHONOTINA
MOKeT He3HAYNTEeIbHOM OT/INYAThCA

Bcerpa BO3BpalllaeEMCA Ha

cnenyoLLyo KoMaHay

Bcerpa BO3BpalLla€EMCA Ha

cnenyoLLyo KOMaHay

Bo3MOXKHO BO3BpallaeMCA

Ha TEKYLLYIO KOMaHAy

Hukorga He Bo3Bpall,aem

ynpaBneHue
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[Mpumepbl HEKOTOPbIX NPEepPbIBAHUM

T e e T

OwwnbKa npn aeneHnmn KomaHgb! DIV u IDIV

3 HBP TouyKa ocTaHoBa KomaHpga INT 3

13 H#GP Cbo 3aWwmThl Ntobbie cutyauum,
CBA3aHHbIE C HAPYLUEHUEM
3alMUTbl NAMATU

14 HPF OTcyTCTBUE CTPAHMULbI ObpalLeHue K
OTCYTCTBYHLLEN CTPAHULE
16 #MF Cbon B x87 FPU KomaHabl x87
18 #MC Henonpasumbii cbon B MexaHM3M CaMONpPOBEPKU
paboTe annapaTypbl annapaTypbl
32-255 - Onpepenaetca BHelwHMe npepbiBaHNA NN
NnoJsib3oBaTenem KomaHaa INT n

Kakue Knaccbl y nepevymncieHHbiX npepbiBaHUn? 24




AnnapaT npepbiBaHUN

[Mpn BO3HMKHOBEHMM NPEPbIBAHMA YNPaBAEHNE NepeaaeTcs
o0bpaboTtumky. NMocne 06paboTKM yrnipaBaeHNE MOXKET ObITb
BO3BpPALLEHO B MPEPBAHHYIO NPOrpammy.
— [lna onpeneneHunsa agpeca obpaboTymKa UCNOb3yeTca Homep
npepovieaHua (ekmop) n mabauya onucameneli npepvieaHuli (IDT)
— byaeT Bo3BpaLEHO yNpaBAeHUE UM HET — 3aBUCUT OT cObbITUA,
npusBeaLero K BOSHMKHOBEHUIO NpepbiBaHUA
HeKkoTopble npepbiBaHNA MOXXHO MaCKMPOBATb

«JlocTaBKy» NpepbiBaHUN B NPOLLECCOpP BbINOAHAET
npozpammupyemoiii KOHmMposnsnep npepvieaHuli (PIC)
— Local APIC, I/O APIC

— KoHTponnep npepbiBaHUN COAEPHKUT TaNMeEP:
Yyepes 3a4aHHOE NoAb30BaTeNIEM YMCNO TAaKTOB byaeT BbibpacbiBaTbCA
npepbiBaHWe OT Tamepa
35



Local APIC u I/O APIC B MHOrosiaepHom

KoOMMNblOTEpe
Mpoueccop #1 Mpoueccop#2 [NMpoueccop #3 Mpoueccop#3
Ly Ly Ly Ly
Local APIC Local APIC Local APIC \ Local APIC

I'IpepblsaHMﬂi iIPIs I'Ipepbleavai iIPIs MpepbiBaHUA i iIPIs I'Ipepb|BaHMﬂ$ iIPIs
-

- MpepblBaHms T CuctemHas (nokanbHas) WKHaA Npoueccopa

Y IPI (inter-processor interrupt) —
MEXKMNPOLLeCCoOpPHble NpepbiBaHUS,
Mocr ncnonbayemble 4
¢ CUHXPOHM3aUMmM paboTbl agep.

- Pl - B ocHoOBHOM NMCNONIb3YyHOTCA ANA

¢ YNPaBAEHUSA KILIEM.

-« BHewHwue
VOARIE et npepbiBaHUA

Habop mmnkpocxem 36



Homep npepbiBaHMA

(BekTOp)

IDT

[Mepenaya ynpasnaeHna B 06paboTymk
npepbiBaHMA B 3aLULLEHHOM pPeXMUME

CermeHT Koga

A 4

IDTR

CTeKk npepBaHHOM

nporpammbl

<« ESP

Ctek 0bpaboTumnka
npepbIiBaHKSA

Onucatens Cmewerne - 06paboTumk
npepblBaHUA 12 '\+ npepblBaHUA
OnucaTtens 3 1
npepbiBaHUA
Onucatenb 0
npepbiBaHUA
GDT nnu LDT g

basoBbiii agpec
CermeHTa

* Kaxkpgoe Konbuo 3aWmnThbl
obnapaet cBOMM CTEKOM
* Bo3Bpat 13 obpaboTumkKa

CermeHTHbIH

\ A

SS

ESP

EFLAGS

CS

EIP

Error Code

<« ESP

AecKpunTop npepbiBaHUA — OTAENbHOE

CemeincTBo KomaHg iret

B HekoTOpbIx cnyyasax (Hanpumep, #PF)
Ha CTEK AOMNONHUTENbHO MNOMeLLaeTcA
KoZ, oLNBKuU
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CucrtemHsble Bbi30Bbl

e AnnapaTtypa, NamaTb ONepaLmoHHON CUCTEMbI U APYTUX
nporpaMmm He A0CTYMHbI
- anIBVIerI'VIpOBaHHbIe KOMaHAbl
- CTpaHM‘-IHaﬂ TPpaHCAAUUNA a4PECOB

e CUCTEMHbIN BbI30B — OCHOBHOM CNOCOb «0bpaTUTLCA» K
OMNEepPaUMOHHON cucTeme
- syscall/sysret
- sysenter/sysexit
- int/iret
e B OC Linux cuctemHbIN BbI3OB peann30BaH Kak NpepbiBaHMeE
- int Ox80

— [lepepayva napameTpoB — Yepes perucTpbl:
Homep PYHKUUN — eaX
napameTpbl — ebx, ecx, edx, esi, edi
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[Tomepbl HEKOTOPbIX
cuctemHbiX Bbi3osoB OC Linux

e T S S

1 sys_exit

3 sys_read unsigned int char * size t
4 sys_write unsigned int const char * size t
5 Sys_open const char * int int

6 sys_close unsigned int - -

116 sys_sysinfo struct sysinfo * - -

NcTouHuK: http://docs.cs.up.ac.za/programming/asm/derick_tut/syscalls.html (Eng)

,ﬂ,é\!’leEﬁLLll/lE U AONOJAHUTENIbHbIE MaTEPUAJIbI

* OcHoBHOM Kypc 3 cemecTpa «OnepayMOHHbIE CUCTEMbI»

* Konnekuusa ctaten o6 ycrponcrtese OC
http://wiki.osdev.org/Expanded_Main_Page (Eng) 39




snoop@earth:~/samples$ nasm -f elf32 -0 syscall.o syscall.asm
snoop@earth:~/samples$ nm syscall.o

0000V T start

00000000 d msg

000PRRe a msg len
snoop@earth:~/samples$ 1d -o syscall syscall.o
snoop@earth:~/samples$ nm syscall
080490b2 A _ bss start

080490b2 A _edata

080490b4 A _end

08048080 T _start

080490a4 d msg

0000PLe a msg len
snoop@earth:~/samples$ ./syscall
Hello, world!
snoop@earth:~/samples$

#include <unistd.h>
#include <stdlib.h>

section .data
msg db "Hello, world!\n"
msg len equ $-msg

section .text
global _start
_start:

mov eax, 4

mov ebx, 1

mov ecx, msg

mov edx, msg len
int 86h

void main() {
write(1, "Hello, world!\n", 14); mov eax
J

exit(0); mov ebx, ©
} int 80h

=




