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Afgpecauma B 3alULLEHHOM peXxnume

CS, DS, SS, ES, GS, FS mov edx, dword [ds:eax + 4 * ecx]
GDTR
CermeHTHbIN
CmeweHune
ceneKkTop l
» bas3oBbin agpec +
Pasmep

Apyrne nona

Y

JIMHEeNHbIN agpec




CTpaHMYyHaA opraHnsauma NamMaTu

HexBaTKa dnU3nMYeCKoM NnamaTu
OaHoBpeMeHHaa paboTa HECKOIbKUX MPOrpamm.

JInHenHble agpeca aBTOMATUYECKN Npeobpa3yoTcs B
dun3nyeckue aapeca.

— MamATb pasaeneHa Ha GparmeHTbI-CTPaHULbI
O/IMHAKOBOro pa3mepa.

— Crapwue 6buTbl agpeca MeHATCA Ha OUTbI, B3ATble U3

COOTBETCTBYIOLLLEN 3aNUCK Tabaunubl CTpaHUL,
OTobpaxKeHune aapecoB BbINOHAET 610K
ynpassieHusa namatbio (MMU)



mov edx, dword [ds:eax + 4 * ecx]

P o r= e | === == 1 dusnyeckoe agpecHoe
[ m WHellHoe aJapecHoe | I
| Jlornuecknitappec | NPOCTPaHCTBO ; NHeliHbIi agpec : NPOCTPAHCTBO
I I
! H H
omep omep CmeweHue |
Tabauupl | cTpaHuLbl |
CermeHTHbIN |
CmelleHune :
ceneKkTop |
| KaTtanor ctpanuy, I
nobanbHas Tabnuua |
eckpunTtopos (GDT X
ACCKP pos ) — 3anucb '
I
) . [
! dunsmyecknm
agpec
__________________________ CR3 Ap
CermeHTHbI | | » J/IMHelHbIV agpec W Tabnuua cTpanuy,
AecKpunTop } CtpaHunua
__________________________ J CermeHT
, > 3anuncb —
GDTR
L JAN )
Y Y
CermeHTHan CTpaHun4yHas

OpraHm3auunAa NamaTum opraHmn3auna NamaTH 4



ObpaleHne K namaTu: NToru

Jloauyeckuli adpec

Bbluncnaem cmeweHue / agpecHblit Koa B MallMHHOWM
KOMaHAae

BbluMcnaem nmMHenHbIn agpec / cermeHTbl
JluHeliHbIlU adpec

[MepecunTbiBaemM IMHENHbIM aapec B GU3NYECKUN
— Ecnmn ectb 3anuch B TLB 6epem rotoBbin aapec

— Ecnun B TLB HM4ero HeT, Bbluncasem pmu3nyecknin agpec,
npoxoaAa no Tabanuam TpaHCAAUMM U 3anomMmuHaem ero B TLB

dusuyeckul aopec MpoueHT npomaxos
. —_ (o)
O6pallaemca B NaMATb 33 AaHHbIMM 8TLB:0.1-1.0%

— bepem 13 Kalwa, ecnn AaHHble B HEM NMPUCYTCTBYHOT



YPOBHMU 3aLLUTbI

KaxKabln ypoBeHb npuBuaernn ob1agaet CBOMM KOHTEKCTOM

CTeK BblI30BOB — 4aCTb KOHTEKCTa
OnepauymoHHan

— CmeHunu YPOBEHb cucTema
3aWmnTbl — n3ameHunca ESP
YPOBHU 3aLLMUTbI
1 wn 2, KaK npaBunno,
HE MCMNOJZIb3YHKOTCA

Monb3oBaTenbcKan
nporpaMmma

[Mepexon mexxay YyPpOBHAMMU
KOHTpoaunpyeTca nonamm PL B aeckpuntopax CErmeHTOB

BO3MOKHOCTb BbINOJHEHNA NPUBUNETMPOBAHHbBIX KOMaHA
onpeaenseTcsa TEKYLLUM YPOBHEM MPUBUIETU



d 2 x o X

A

AnnapaT npepbiBaHUN

e JlBa TMNa NnpepbiBaHMUM — 0ANH MeXaHU3M 06paboTKu

— ACMHXPOHHble NpepbiBaHUA — cObbITUSA, NpoucxoasLLmne B nepndepuinHbIx
ycTponcTeax (Besoa/Bbisoa).

— CUHXPOHHbIe npepbiBaHUA (MCKNAKOUYEHUA) — BOSHUKHOBEHME OnpeaeneHHbIX
CUTYaUMM NPU BbINONHEHUM KOMaHA NPOLECCOPOM

Cunx./ Bo3BpaTt ynpasieHun
ACUHX.

MpepbiBaHna  CurHan ot nepudpepmmnHoro ACUHX.
ycTpouncTea (BBoa/BbiBoA)

JloByLWKM MpeaHamepeHHbIN BbIBpOC CHHXP.

(Trap) NCKNOYEHUA

Cbowun [NoTeHUManbHoe CuHXp.

(Fault) BOCCTaHaB/IMBaemasn owmnbKa

ABOcT HeycTtpaHnmasa owmnbKa CuHXp.

(Abort)

x X T M <L

B APYIrMxX npouecCCopHbIX apPXUTEKTYPaAX TEPMUHONOTINA
MOKeT He3HAYNTEeIbHOM OT/INYAThCA

Bceraa Bo3Bpallaemcs Ha
cnenyoLLyo KoMaHay

Bceraa Bo3Bpallaemcs Ha
cnenyoLLyo KOMaHay

Bo3MoXHO BO3Bpallaemcs
Ha TEKYLLYIO KOMaHAy

Hukorga He Bo3Bpall,aem
ynpasneHue



[Mpumepbl HEKOTOPbIX NPEepPbIBAHUM

T e e T

OwwnbKa npn aeneHnmn KomaHgb! DIV u IDIV

3 HBP TouyKa ocTaHoBa KomaHpga INT 3

13 H#GP Cbo 3aWwmThl Ntobbie cutyauum,
CBA3aHHbIE C HAPYLUEHUEM
3alMUTbl NAMATU

14 HPF OTcyTCTBUE CTPAHMULbI ObpalLeHue K
OTCYTCTBYHLLEN CTPAHULE
16 #MF Cbon B x87 FPU KomaHabl x87
18 #MC Henonpasumbii cbon B MexaHM3M CaMONpPOBEPKU
paboTe annapaTypbl annapaTypbl
32-255 - Onpepenaetca BHelwHMe npepbiBaHNA NN
NnoJsib3oBaTenem KomaHaa INT n

Kakue Knaccbl y nepevymncieHHbiX npepbiBaHUn?




AnnapaT npepbiBaHUN

e [1py BO3HMKHOBEHMM NPEPbIBAHUSA YNIPaBAEHME
nepepaetca o6pabotumnKy. Nocne 0bpaboTku
ynpaB/ieHne BO3BpalLlaeTca NpepBaHHOM MPOrpamme.

— [na onpepeneHna agpeca obpaboTymKa ncnonb3yertca Homep
npepsieaHusa (ekmop) n mabauya onucamesnel npepsieaHuli
(IDT)

e HeKoTopble NpepbiBaHUA MOXXHO MaCKMPOBaTb

e «JlocTaBKy» NpepbiBaHMIM B NPOLLECCOP BbINOAHAET
npozpammupyemoili KoHmpoasnnep npepoiearHuli (PIC)
— Local APIC, I/O APIC

— KoHTponnep npepbiBaHUN COAEPHKUT TaUMeEP:
yepes 3a4aHHOE No/1b30BaTe/IEM YMCNO TAaKTOB byaeT
BbIOpacbIBaTbCA NPEPbIBAHME OT TanMepa



PasmelteHume Local APIC u |/O APIC B
MHOrosJepHOM KOMNbloTepe

Mpoueccop #1 Mpoueccop#2 [NMpoueccop #3 Mpoueccop#3
Ly Ly Ly Ly
Local APIC Local APIC Local APIC ‘ Local APIC
I'IpepblsaHMﬂi iIPIs I'Ipepbleavai iIPIs MpepblBaHUA i iIPIs I'Ipepb|BaHMﬂ$ iIPIs
- -
MpepbiBaHusa T CuctemHan WnHa npoueccopa
Y I[Pl — mexxnpoueccopHsble
MocT npepbiBaHUA, NCMNOJIb3yeMble
¢ ANA CUHXPOHU3aUUNHU pa6OTbI
PCI
- ¢ > AAEP
-« BHewHue
/O APIC
< npepbiBaHUA

Habop mmnkpocxem 10



Homep npepbiBaHMA

(BekTOp)

IDT

[Mepenaya ynpasnaeHna B 06paboTymk
npepbiBaHMA B 3aLULLEHHOM pPeXMUME

CermeHT Koga

A 4

IDTR

CTeKk npepBaHHOM

nporpammbl

<« ESP

Ctek 0bpaboTumnka
npepbIiBaHKSA

Onucatens Cmewerne - 06paboTumk
npepblBaHUA 12 '\+ npepblBaHUA
OnucaTtens 3 1
npepbiBaHUA
Onucatenb 0
npepbiBaHUA
GDT nnu LDT g

basoBbiii agpec
CermeHTa

* Kaxkpgoe Konbuo 3aWmnThbl
obnapaet cBOMM CTEKOM
* Bo3Bpat 13 obpaboTumkKa

CermeHTHbIH

\ A

SS

ESP

EFLAGS

CS

EIP

Error Code

<« ESP

AecKpunTop npepbiBaHUA — OTAENbHOE

CemeincTBo KomaHg iret

B HekoTOpbIx cnyyasax (Hanpumep, #PF)
Ha CTEK AOMNONHUTENbHO MNOMeLLaeTcA
KoZ, oLNBKuU

11




CucrtemHsble Bbi30Bbl

AnnapaTtypa, NamsaTb ONnepaLuoHHOM
CUCTEMbI U APYTUX NPOrPaMm He
AOCTYMHbI

— [lpuBnnernposaHHble KOMaHAbI

— CTpaHWYHaA TpaHCAAUMA aApecoB
OcHOBHOM cnocob «obpaTnTbCa» K

onepaunuoHHON CUCTEME — CUCTEMHbIN
Bbl30B

- syscall/sysret

- sysenter/sysexit

- int/iret

B OC Linux cnctemHbli BbI30OB
peasin3oBaH Kak npepbiBaHue
- int ox80

— [Mepepava napameTpoB — Yepes PerucrTpbi:

Homep PYHKUMM — eaX
napameTpbl — ebx, ecx, edx, esi, edi

SEDAT OEZGEN

DR. JEKYLLPRESAﬁ: ® VIR, VI }

l/ /*“ Y

ON'T 2 —
{ \

12



[Tomepbl HEKOTOPbIX
cuctemHbiX Bbi3osoB OC Linux

e T S S

1 sys_exit

3 sys_read unsigned int char * size t
4 sys_write unsigned int const char * size t
5 Sys_open const char * int int

6 sys_close unsigned int - -

116 sys_sysinfo struct sysinfo * - -

NcTouHuK: http://docs.cs.up.ac.za/programming/asm/derick_tut/syscalls.html (Eng)

,ﬂ,é\!’leEﬁLLll/lE U AONOJAHUTENIbHbIE MaTEPUAJIbI

* OcHoBHOM Kypc 3 cemecTpa «OnepayMOHHbIE CUCTEMbI»

* Konnekuusa ctaten o6 ycrponcrtese OC
http://wiki.osdev.org/Expanded_Main_Page (Eng) 13




snoop@earth:~/samples$ nasm -f elf32 -0 syscall.o syscall.asm
snoop@earth:~/samples$ nm syscall.o

0000V T start

00000000 d msg

000PRRe a msg len
snoop@earth:~/samples$ 1d -o syscall syscall.o
snoop@earth:~/samples$ nm syscall
080490b2 A _ bss start

080490b2 A _edata

080490b4 A _end

08048080 T _start

080490a4 d msg

0000PLe a msg len
snoop@earth:~/samples$ ./syscall
Hello, world!
snoop@earth:~/samples$

#include <unistd.h>
#include <stdlib.h>

section .data
msg db "Hello, world!\n"
msg len equ $-msg

section .text
global _start
_start:

mov eax, 4

mov ebx, 1

mov ecx, msg

mov edx, msg len
int 86h

void main() {
write(1, “Hello, world!\n”, 14); mov eax
J

exit(0); mov ebx, ©
} int 80h

=




Cuctema nporpammmnpoBaHmA

e CuctemHble/npuKNagHbIe NPorpammol
— OnepaumoHHan cUcTemMa
— MMporpammHble cpeacTsa pa3paboTKu

e Cuctema NporpaMmmMmmpoBaHUA — KOMMNAEKC CpeacTs

— fA3bIK nporpammmpoBaHuA
e NIHpopMaLMOHHbIE pecypcbl
e [lporpaMmHbIE UHCTPYMEHTbI
e bubnmnortekn

e 3JTanbl }XU3HEHHOTO LUK/1a NPOorpammesl

— [lpoeKTnpoBaHue
e C6op 1 aHanu3 TpeboBaHMIM K Nporpamme
e PaspaboTka
— Peanunsauuna
e KoguposaHue
e OTnaakKa

— ConposoxaeHune

15



hello.c

McxopHan
nporpamma

Cuctema nporpammmpoBaHmnAa A3blKa Cu

rdtsc.asm [ Accembnep 1

»
»

‘ nasm
Mporpamma
Ha A3blKe
accembnepa - rdtsc.o
Mepemeltaembli
Bubnnoteku 06beKTHbIN
Koz,

puts.o

MNMpenpoueccop hello.i Komnunsatop hello.s ‘| Accembnep helloNHomnOHosu_l,MK hello
cpp ccl " as 'l Id
PazsepHyTbIl MNporpamma MNepemewaemblii NcnonHaembli
TeKCT Ha A3blKe 0bObEKTHbIN 0DOBEKTHbIA Kog,
accembnepa Koz,
KomaHgHaa obonoyka KomnuaaTopa
gce

16



BbinonHeHWe nporpammsl

libc.so.6
$ﬁ 3arpy3aunk /proc/.../mem “hello, world”
> ) » >
Id-linux.s0.2 . '
WNcnonHaembin | ) Obpas % PesynbTaTt
doann npouecca

L )

~

BeinonHeHue

17



Cxema paboTtbl accembnepa

e [Mpobnema: onepexKatoLlme CCblIKU

e [lepBbi NPOX0oA: cocTaBsieHMne TabanLbl CUMBONIOB

— Cumson

e MeTKa

e 3HayeHWe, KOTOPOMY NPUNMUCAHO UMA
— Tabnnua cumBonoB

e [1nnHa nonA

e [Nob6anbHbIN/NOKaNbHbBIN
e [lepepacnpeaeneHue

e BTOopon npoxoa: nocTpoeHne o6 beKTHOro Koaa

18



[pumep Cn-nporpammoil

main.c

int buf[2] = {1, 2};

int main()

{

swap();
return O;

}

swap.c

extern int buf[];

int *bufpo = &buf[0];
static int *bufpl;

void swap()

{

int temp;

bufpl = &buf[1];
temp = *bufpo;
*bufpo = *bufpl;
*bufpl = temp;

19



CtaTnyecKaad KOMMNOHOBKA

e [lporpamma TPaHCAMPYETCA U KOMMOHYETCA APaBEPOM KOMMUAATOPA:
- unix> gcc -02 -g -0 p main.c swap.c

- unix> ./p
main.c Swap.c ®aiinbl ¢ UCXOOHbIM KOOOM
TpaHcnaTopbl TpaHcnaTopbl
(cpp, ccl, as) (cpp, ccl, as)
Pa3zdesnbHO OMKOMNuAuUpoBaHHbIe
malin.o swap.o

l

¢alinbl c nepemewjaemosim
l 06beKMHbIM KoOom

KomnoHoBLwuK (Id)

|

|

[MonHOCMbO CKOMMOHOBAHHbLIU UCMOMHAEMbIU
obvekmHolli ¢haiin

(codeprcum Koo u OaHHble acex hyHKYuli 20
onpedesneHHble e MAin.c »u swap.c)




[Toyemy HyXeH KOMMNOHOBLIUK?

e [IpnumHa 1: MoaynbHOCTb NPOrpammsl

— [Mporpamma mor<eT bbITb OpraHM3oBaHa Kak Habop
Hebonbwnx GannoB € ICXOAHbIM KOAOM, @ He O4UH
MOHOJIUTHbLIN hann.

— ECTb BO3MOKHOCTb OPraHM30BbIBaTb OMbAMOTEKM
GYHKUMN, ABAAIOWMXCA OOWLMMM ANA Pa3HbIX NPOrpamm

* Hanpumep, bubanoteka matemaTmyecknx PyHKUMUIN, CTaHOAPTHAA
bnbanoTeKa a3bika Cu

21



[Toyemy HyXeH KOMMNOHOBLIUK?

e [MpnynHa 2: 3dPeKTNBHOCTb

— Bpems: PasgenbHaa Komnunauus

e MeHAem Ko B O4HOM cbaﬁne, KOMNUanpyem T1oJibKO €ro,
noeTopAaem KOMMNOHOBRY

e Hert HEO6XO,£I,I/IMOCTI/I NMOBTOPATb KOMNUNALNIKO OCTaJ/iIbHbIX c|>a|7m0|3
C UICXOAHbIM KOAO0OM.

— MecTo Ha Ancke: bubanoTeku
e O6wKe PyHKUMN MOKHO 0OBEANHUTL B OAHOM danne...

e cnonHAaemble ¢paiinibl M 06pas Nporpammbl B NaMATU COAEPIKUT
TONIbKO Te GYHKLWNMK, KOTOPbIe AEACTBUTE/IbHO NCMONb3YIOTCS.

22



YTOo Aenaet KOMNOHOBLUMK?

e |llar 1. Pa3pewieHne CUMBONOB

— B nporpamme onpeaenatoT U UCNOJIb3YIOT CUMBO/1bI
(nepemeHHbIe U GYHKUUN):

e void swap() {..} /* onpepeneHne cumBona swap */

e swap(); /* ccbinka Ha cumBon */

e int *xp = &x; /* onpepeneHne cumBona Xp, CCbiKa Ha X */
— OI'IpE,EI,EﬂeHI/Iﬂ CMMBOJZ10B COXPaHAKTCA B Ta6nmu,e CMMBOJ10B.

e Tabnmua cMMBONOB — MACcCUB CTPYKTYpP

e Kaxgaa 3anmcb coaepXuUt uma, pasmep, NO3nLUIO CUMMBOA.

— KOMNOHOBLMK YCTaHaB/AMBAET CBA3b Ka*KA0M CCbINIKM Ha
CMMBO C eANHCTBEHHbIM onpeaeseHNem CMMBONA.

23



Y10 AenaeT KOMNOHOBLUMK?

e lllar 2. [lepemeweHune

— HecKonbko 06bABNEHUM CEKLMIM KOAa N AaHHbIX
06beaAnHAIOTCA B eunHble CEKUNU

— CMMBO/IbI NepemMeLLatoTCA C UX OTHOCUTENbHbIX MO3ULUA B
. O-dbannax Ha abcontoTHble aapeca B UCMOJIHAEMOM
danne.

— OBHOBANAIOTCA BCE CCbINKU Ha CnmBOJ1bl, COT1aCHO NX
HOBbIM NO3ULUUNAM.

24



Tpu TMNa 06beKTHbIX dannos (moaynen)

e [lepemelwlaemble 06beKTHbie pannbl (. 0-dbainbl)

— Copaep»Ku1T Koa 1 AaHHble B dopme, NO3BONAIOLLLEN NPOBOAUTD
KOMMOHOBKY C APYrMmMmu nepemelaembiMm o6 beKTHbIMU datnamu.

e Kaxkabin .0-pann nponssoantca n3 ogHoro ¢ansia ¢ UICXOAHbIM KOA0OM
(.c-panna)
e llcnonHAemble 0b6beKTHble dannbl (a.out-dbannbi)

— Copaepk1UT Ko M AaHHble B TaKoM popme, YTO UX MOMKHO HaNpAMYIO
KONMMpoBaTb B NAaMATb U 3anycKaTb BbINOJIHEHWE NPOrPaMMmbl.

— Paspenaembie 06beKTHble dannbl (. SO-pannbi)

— OcobbI¥ BMA nepemellaemoro o6bekTHOro ¢pamna, KOTopbin MOXKET
6bITb 3arpy*KeH B NamMATb U CKOMMOHOBAH C NPOrPamMmmon
AMHAaMWYECKM, BO BPEMS €e 3arpy3Kku 1 Bo Bpems paboTbl.

— Windows - Dynamic Link Libraries (DLL)

25



Executable and Linkable Format (ELF)

e CTaHAApPTHbIK BUHAPHbBIN dopMmaT OO BEKTHDLIX
dannos

e bbin npepnoxeH B AT&T System V Unix
— [Mo3xe 6bin nogaeprxkaH B BSD u Linux

e EanHbIN popmaT Ang
— Mepemewaembix 06BbEKTHbIX pannos (.0),

— NcnonHAemblx 06beKTHbIX pannos (a.out)

— Pa3penaembix 06beKTHbIX painos (. S0)

26



dopmat ELF panna

3aronosok Elf

— Pasmep MallMHHOro c/10Ba, NOPAAOK 6alT, TMN

danna (.o, ucn., .so), n ap.

Tabnnua 3arono0BKOB CEFMEHTOB
- Pa3lv\ep CTpaHuMLUbl, CETMEHTbI BVIpTyafIbHOﬁ
NamMATU, pa3mepbl CErMeHTOB.
Cekuyma .text
— KopA,

CeKkuua .rodata

- ,ﬂ,aHHbIe, AOCTYNHbIE TO/ZIbKO HA YTEHUE!
Ta6}'II/ILI,bI nepexogos, KOHCTAHTbI
Cekuma .data
— WHnumnanmnsmnposaHHble rnobanbHble
nepemeHHble
CeKuua .bss

- HEVIHI/ILI,I/laI'II/BI/IpOBaHHbIe rnobanbHble
nepemeHHble

— Y ceKuMM ecTb 3aroNI0BOK, Ha CamMa CeKLMA He
3aHMMaeT mecTa

3aronoBoK ELF

Tabnuua 3aronoBKOB CErMmeHTOB
(Heobxoguma B ucn. dpaiinax)

cekuma . text

ceKkuua .rodata

ceKkuma .data

cekuma .bss

ceKuma .symtab

cekuma .rel.txt

cekuma .rel.data

ceKkuma .debug

Cekuuna Tabaunuybl 3aroNoBKoB

27




dopmat ELF panna (npoagonkeHue)

CeKkuymsa .symtab
— Tabnuua cumsonos
— WmeHa PYyHKLUUN U CTaTUYECKUX NEPEMEHHbIX
— WmeHa cekummn

Cekuma .rel.text
— [aHHble ana nepemewieHuna cekumm . text
— Ajpeca MHCTPYKLUUIN KOTOpble A0XKHbI ObiTb
0bHOB/IEHDI
Cekuma .rel.data
— [aHHble ana nepemelleHna cekunm .data

— Appeca rnobanbHbIX NepeMeHHbIX,
MHULMANNU3UPOBAHHbIX CCbIIKAMM Ha
BHEWHMEe GYHKUUN nnm rnobanbHble
nepemeHHble

CeKkuyma .debug

- ,(EI,aHHble NA CUMBOJ/IbHOIO OTNAaAYMKa
gcc -§

CEKLI,MFI Ta6fIMLI,bI 3dlro0J1I0BKOB
— CmeLeHUa 1 pasmepbl KaxKaom cekumm

3aronoBoK ELF

Tabnuua 3aronoBKOB CErMmeHTOB
(Heobxoguma B ucn. dpaiinax)

cekuma . text

ceKkuua .rodata

ceKkuma .data

cekuma .bss

ceKuma .symtab

cekuma .rel.txt

cekuma .rel.data

ceKkuma .debug

Cekuuna Tabaunuybl 3aroNoBKoB

28




CnmBoO1bl B NpoLiecce KOMMNOHOBKM

e [nobanbHble CUMBObI

— CnmBobl onpegeneHHole 8 OA4HOM MOA4Yy/1€ TAaKUM 06pa30M, YTO UX
MOXHO UCNOZ1b30BAaTb B APYIrMX MOAYyNAX.

— Hanpumep: He-static Cu-pyHKUuum n He-static rnobanbHble
nepemeHHble.

e BHewHMe cumBonbl

— [nhobanbHble CMMBOJIbl, KOTOPblIE NCMNOJIb3YKOTCA B moAyae, HO
onpeaeneHbl B KAKOM-TO ApPpyrom moayne.

— JIOKaNbHble CUMBO/bI

— CumBonbl onpeaeneHbl U UCMONb3YIOTCA UCKIIOUYMTENbHO B OAHOM
mMmoayne.

— Hanpumep: Cn-pyHKUMN 1 NepeMeHHble, onpeaeneHHble C
moamdukatopom static.

— JloKanbHble CUMBO/Ibl He A8/A10MCcA NOKa/IbHbIMU NepeMmeHHbiMKU Cu-
nporpammoil

29



PaspelieHne CMMBOJIOB

FrnobanbHble

| FnobanbHbIN

int buwi[Z] = {1, 2};

int main()

{

swap();
refurn 0;

}

I main.c
BHewHUun

Ana KOMNOHOBLUKA
nepemeHHOM temp He cyuwiwecresyer

BHewHUm

JIOKaNbHbIN

—

{

\Lexter‘n int buf[];

int *bufpe = &buf[0];/
static int *bufpl;

void swap() €«<——— Inc

int temp;

m’ - &buf[1];

temp = *bufpo;
*bufpo = *bufpl;
*bufpl = temp;

)6aNbHbIN

swap.

30



[lepemelieHne Koaa N AaHHbIX

Mepemewaembit 06 bEKTHbIN pann

CuctemMHbIN Kopa,

CucTtemMHble AlaHHble

main.o

main()

int buf[2]={1,2}

swap.o

swap()

static int *bufpl

int *buf20=&buf|0|

text
.data

.text
.data

.text
.data

«bs\s

\ |/

3aronoBKu

CucteMHbIN Kopa

main()

swap()

... ellle HeMHOro
CUCTEeMHOro Koaa ...

CUCTEMHbLbIE AidHble

int buf[2]={1,2}

int *bufpe=&buf[0]

NcnonHaembin 06beKTHbIM pann

int *bufpl

.symtab
.debug

[a)ke npuBaTHble AaHHble panna swap,
TpebyloT pasmewieHna B .bss
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extern void func(); hellol.c ||| #include <stdio.h> hello2.c
char *buf = "Hello, world!\n"; extern char* buf;
int main() { void func() {
int ret_code = 0; printf("%s", buf);
func(); }
return ret_code;
}
all: hello Makefile
hello: hellol.o hello2.o hellol.c = helloz.c
gcc -Xlinker -M -o hello hellol.o hello2.o l l
TpaHcnaTtopobl || TpaHcAATOPDI
hellol.o: hellol.c (cpp, cc1, as) || (cpp, ccl, as)
gcc -c -0 hellol.o hellol.c l l
hello2.0: hello2.c hellol.o hello2.0

gcc -c -0 hello2.0 hello2.c

clean:
rm -f hello hellol.o hello2.0

|

|

KomnoHosLwuK (Id)
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extern void func(); hellol.c

char *buf = "Hello, world!\n";

int main() {
int ret _code = 0;
func();
return ret _code;

}

snoop@earth:~/samples/2014% nm hellol.o
00000000 D buf

U func
000 T main
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extern void func();

hellol.c

char *buf = "Hello, world!\n";

int main() {
int ret _code = 0;

func();

return ret code:

Symbol

OVoNOOTUVIEA, WNEO

=
Y

Num:
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000

Value

table '.symtab'

Size
%)

N
O 00 PP OOCOIOOOEO

} | snoop@earth:~/samples/2014$% readelf -s hellol.o

contains 11 entries:

Type
NOTYPE
FILE
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
OBJECT
FUNC
NOTYPE

Bind
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
GLOBAL
GLOBAL
GLOBAL

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx Name
UND
ABS

wWw oo o Ul WK

buf
1 main
UND func

hellol.c
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extern void func(); hellol.c
char *buf = "Hello, world!\n";

int main() {
int ret_code

func();

return ret_code;

}

=@;

snoop@earth:~/samples/2014% readelf -r hellol.o

Relocation section
Info

Offset

Type Sym.Value Sym. Name

00000012 00BVLav2 R_386_PC32 00000  func

.rel.text' at offset 0x388 contains 1 entries:

Relocation section '.rel.data' at offset 9x3990 contains 1 entries:

Offset

Info

Type Sym.Value Sym. Name

00000000 0©0PVB501 R_386_32 00000000 .rodata

Y1o byaerT, ecnm
NOMEHATb Koa,?

char buf[] = "Hello, world!\n";
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HanomuHaHue

OunanekT Intel-cMHTaKcKca, KOTOPbIA UCNOAL3YIOT Nporpammsbl binutils,
OT/IMYAETCA OT AMaNieKTa, NoaJepKMBAaeMoro nasm.

snoop@earth:~/samples/2014$% objdump -M intel -dr hellol.o

hellol.o:

file format elf32-i386

snoop@earth:~/samples/2014$ readel

Relocation section '.rel.text' at
Offset Info Type

Disassembly of sqction

000RPPPO <main>:

0:
1:
3:
6:
9:

10:
11:

16:
la:
1b:

55
89
83
83
c/
00
e8

8b
c9
c3

e5
ed
ec
44

fo
10

.text:

push
mov
and
sub

24J?c 00 00 0O mov

fc

£f £f ff

44

24 Oc

call
12: R_386_PC32
mov
leave
ret

00000012 00000202 R_386_PC32

Relocation section '.rel.data' at
Offset Info Type
00000000 00000501 R_386_32

ebp
ebp,esp

esp, oxfffffffo

esp,0x10

DWORD PTR [esp+Oxc],0x0

12 <main+0x12>
func
eax,DWORD PTR [esp+0xc]




snoop@earth:~/samples/2014% objdump -s -j .data hellol.o

hellol.o: file format elf32-i386

Contents of section .data:

0000| 09000000

A

snoop@ec

hellol.d:

Contents
0000 48

rth:~/samples/2014% objdump -s -j .rodata hellol.o
file format elf32-i386

of section .rodata:
656c6Cc 6T2c2077 61T726Cc64 210200 Hello, world!..

snoop@earth:~/samples/2014$% readelf -r hellol.o

Offset Info Type Sym.Value Sym. Name
00000012 0000202 R_386_PC32 00000000  func

Offset Info Type Sym.Value Sym. Name

| 00000000 00000501 R_386_32 00000000 .rodata

Relocation section '.rel.text' at offset 0x388 contains 1 entries:

Relocation section '.rel.data' at offset 0x390 contains 1 entries:




##include <stdio.h> hello2.c

extern char* buf;

void func() {
printf("%s", buf);
}

snoop@earth:~/samples/2014% nm hello2.0
U buf
000000 T func

U printf
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#include <stdio.h>

extern char* buf;

void func() {
printf("%s", buf);

}

hellol.c

Symbol

OVoNOOTUVIEA, WNEO

=
Y

Num:
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000
: 00000000

Value

table '.symtab'

Size
%)

(VS
OO FRP OO

snoop@earth:~/samples/2014% readelf -s hello2.o

contains 11 entries:

Type
NOTYPE
FILE
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
FUNC
NOTYPE
NOTYPE

Bind
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
GLOBAL
GLOBAL
GLOBAL

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx Name
UND
ABS

oONuUVI DS~ WER

1 func
UND buf

UND printf

hello2.c
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##include <stdio.h> hellol.c

extern char* buf;

void func() {
printf("%s", buf);

}

snoop@earth:~/samples/2014% readelf -r hello2.o

Relocation section

Offset Info Type Sym.Value Sym. Name
0000008 00PP9P1 R 386 32 000000  buf
0000000d 000501 R 386 32 00000000 .rodata

00000019 00BVLav2 R_386_PC32 00000000 printf

.rel.text' at offset 0x354 contains 3 entries:
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snoop@earth:~/samples/2014$% objdump -M intel -dr hello2.o0

hello2.0:

Disassembly of sectippm—text:

file format elf32-i386

000000 <func>:

1:
3:
6.

Q:

11:
15:
18:

1d:
le:

55
89
83
8b

b8
89
89
e8

c9
c3

snoop@earth:~/samples/2014% readelf -r hel.

Relocation section '.rel.text’
Offset Info Type
00000008 00000901 R_386_32
0000000d 00000501 R_386_32

00000019 00000202 R_386_PC32

at offset o
Sym.Va.
00000
00000
00000

ebp

ebp,esp

esp,0x18

edx,DWORD PTR ds:0x0
buf

eax,0xo
.rodata

DWORD PTR [esp+0x4],edx

DWORD PTR [esp],eax

19 <func+0x19>

19: R_386_PC32 printf

push
e5 mov
ec 18 7 sub
15 |00 [oo 00|00 mov
v 8: R_386_32
00 00 00 00 mov
d: R_386_32
54 24 04 mov
04 24 WV mov
fc ff £f ff call
leave
ret
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snoop@earth:~/samples/2014% gcc -Xlinker -M -o hello hellol.o hello2.0

.text 0x00000000080483e4 Oxl1lc hellol.o

Ox00000000080483e4 main
.text Ox000000VVO8048400 Ox1f hello2.o0

Ox000000VO8048400 func
.rodata 0x00000000080484e0 Oxf hellol.o
.rodata 0x00000000080484ef 0x3 hello2.0
.data Ox000000VVO8V4a014 0x4 hellol.o

Ox000000VVV804a014 buf
.data Ox00000VVVV804a018 Ox0 hello2.o0

snoop@earth:~/samples/2014% nm hellol.o
00000000 D buf €

U func €— snoop@earth:~/samples/2014% nm hello2.0
00000000 T main > U buf
> 90000000 T func
> U printf
CraHOapTHaA »

6mnbnnoTeka asbika Cu

printf.o 2




snoop@earth:~/samples/2014% gcc -Xlinker -M -o hello hellol.o hello2.0

.text 0x00000000080483e4 Oxl1lc hellol.o

Ox00000000080483e4 main
.text Ox000000VVO8048400 Ox1f hello2.o0
Ox000000VO8048400 func
.rodata 0x00000000080484e0 Oxf hellol.o
.rodata 0x00000000080484ef 0x3 hello2.0
.data Ox000000VVO8V4a014 0x4 hellol.o
Ox000000VVV804a014 buf
.data Ox00000VVVV804a018 Ox0 hello2.o0

e [lpaBuna nepecyeTa A/19 3HAYEHUIN CCbINOK

- R _386_32
HOB80€ 3HaYeHUe CCblKU =
ADDR(symbol) + cmapoe 3Ha4yeHue ccblaku

- R_386_PC32
HOB80€ 3Ha4YeHUe CCblKU =
ADDR(symbol) — adpec ccbiniku + cmapoe 3Ha4yeHue CCblaKu
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snoop@earth:~/samples/2014$% objdump -s -j .data hello

hello:

Contents of section

file format elf32-i386

.data:
804200C 000DVVVVO VVVVVVVO e0840408

snoop@earth:~/samples/2014$% objdump -d -M intel -s -j .text hello

080483e4 <main>:

80483e4:
80483e5:
80483e7:
80483ea:
80483ed:
80483f4:
80483f5:
80483fa:
80483fe:
80483ff:

55
89
83
83
c7
00
e8
8b
c9
c3

e5
e4
ec
44

06
44

fo
10
24 Oc 00 00 00

00 00 00
24 Oc

push
mov
and
sub
mov

call
mov
leave
ret

ebp

ebp,esp

esp,Oxfffffffo

esp,0x10

DWORD PTR [esp+Oxc],0x0

8048400 <func>
eax,DWORD PTR [esp+0xc]

KaK U3MeHUANCb CCbIIKM, NonasLLne B

ncnonHaemblin kog u3 pamna hellol.o?
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3arpy3Ka ncnosiHAemoro obbveKTHoro ¢pamnna

UcnonHaembit 06beKTHbIN ¢dain

ELF 3aronoBoK

Ta6nuu,a 3daros10BKOB cermeHTos

.init

.text

.rodata

.data

.bss

.symtab

.debug

.line

.strtab

CeKuua Tabauubl 3aron0BKOB

0x80000000

Ox0f7e9ddc

0x08048000

MamaTtb agpa OC

Monb3oBaTenbCKUU CTEK

'
!

O6nacTb ANnA AUHAMUYECKUX
6ubnnorek

T

«Kyua»
(malloc)

CermeHT yTeHue/3anucb
(.data, .bss)

CermeHT TO/IbKO YTeHue
(.init, .text, .rodata)

He ucnonb3yertcs

|

+«——esp
(ykasarenb
CTeKa)

<«— brk

3arpykeHbl U3
MCNONHAEMOro
> daiina
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